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Terms and Conditions Governing the Use of
MyCC and CCRA Certification Mark
Purpose
1

The purpose of this Schedule is to describe how MyCC Scheme certification and service
marks and CCRA Certification Mark maybe used and referred to by other parties.

Policy
2

Any MyCC Scheme certification and service marks and accompanying text authorized for
use by CYBERSECURITY MALAYSIA certified organisations shall:
a.

be traceability back to CYBERSECURITY MALAYSIA;

b.

contain no ambiguity:
i. as to what has been certified; and
ii. which certification body has granted the certification;

c.

not be used on a service provided by certified organisation and seen by the
consumer or in any other way that may be interpreted as denoting process or
people conformity.

3

CYBERSECURITY MALAYSIA does not permit its MYCC Scheme certification and
service marks to be applied to laboratory test, calibration or inspection reports, as such
reports are deemed to be process in this context.

4

CYBERSECURITY MALAYSIA is responsible for exercising proper control of ownership
over its MYCC Scheme certification and service marks and shall take action to deal with
incorrect references to certification status or misleading use of certification documents,
marks or audit reports.

MYCC Scheme Certification Mark
5

An organisation that has been certified under MYCC Scheme rules as meeting its
Common Criteria certification scope may carry the MYCC Scheme certification mark as
shown in Figure 1.

CERT NO.: YYYY-xxx-Cxxx
Figure 1: MYCC Scheme Certification Mark
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MYCC Scheme Service Mark
6

The MYCC Scheme service mark, as shown in Figure 2 below, is to be used to identify,
advertise, and market services which are performed by the MYCC Scheme certification
body, or other parties in conjunction with the MYCC Scheme.

Figure 2: MYCC Scheme Service Mark
Conditions of Use of the MyCC Certification Mark
7

CyberSecurity Malaysia requires its client organisations to:
a.

evaluated and certified of MyCC Scheme when making reference to its
certification status in communication media such as the internet, brochures or
advertising, or other documents;

b.

use the issued certificate in documentation or marketing material for the certified
organisation’s MyCC scope by reproducing the entire certificate in an accurate
and readable form;

c.

not make or permit any misleading statement regarding its certification;

d.

not use or permit the use of a certification document or any part thereof in a
misleading manner;

e.

upon suspension or revocation of its certification, discontinues its use of all
advertising matter that contains a reference to certification, as directed by the
certification body;

f.

amend all advertising matter when the scope of certification has been reduced;

g.

not allow reference to its management system certification to be used in such a
way as to imply that the certification body certifies a product (including service)
or process;

h.

not imply that the certification applies to activities that are outside the scope of
certification; and

i.

not use its certification in such a manner that would bring the certification body
and/or certification system into disrepute and lose public trust.

Common Criteria Certification Mark
8

Clients of Certification Bodies authorised by the Recognition Arrangement (CCRA) are
given the right to use a Common Criteria Certification Mark (hereinafter referred to as the
“CC Certification Mark”) in accordance with Annex E – Certificate and Service Mark in
from the CCRA Arrangement on the Recognition of Common Criteria Certificates in the
field of Information Technology Security (July 2, 2014).
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9

The CCRA Certification Mark is as shown in Figure 3.

Figure 3: The CC Certification Mark
Note: The two symbols associated with trademarks ™ (the trademark symbol) and ®
(the registered trademark symbol) represent the status of a mark and accordingly its
level of protection. While ™ can be used with any common law usage of a mark, ® may
only be used by the owner of a mark following registration with the relevant national
authority and should conform to the requirements of local trademark law. In general, the
requirements and consequences of using or not using symbols or indications that
denote trademark marking must be ascertained on a per country basis and consulting
with local counsel is always advisable.
10

This mark confirms that the Common Criteria Certificate has been authorised by a
Participant to this Arrangement and it is the Participant's statement that the certificate has
been issued in accordance with the terms of this Arrangement.

11

It is incumbent upon the CB to take appropriate administrative, procedural or legal steps
to prevent or counter the misuse of certificates and to correct false, misleading or
improper statements about certificates or about the Evaluation and Certification Scheme.

12

Upon receipt of a Common Criteria Certificate, the Common Criteria Certification Mark
may be used by vendors in conjunction with advertising, marketing, and sales for which
the certificate is issued, based on the following requirement:
a)

use the issued certificate in documentation or marketing material by reproducing
the entire certificate in an accurate and readable form;

b)

conform to the requirements of this Arrangement and its Participants (or Compliant
CBs) when making reference to its certification status in communication media
such as the internet, brochures or advertising, or other documents;

c)

not make or permit any misleading statement regarding its certification;

d)

not use or permit the use of a certification document or any part thereof in a
misleading manner;

e)

upon withdrawal of its certification, discontinues its use of all advertising matter
that contains a reference to certification, as directed by the Participants (or
Compliant CBs) of this Arrangement;

f)

not allow reference to its product certification to be used in such a way as to either
express or imply that the Participants of this Arrangement, or other organisation
that Recognises or gives effect to this certificate, endorse or give warranty to the
certified product;
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g)

not imply that the certification applies to activities that are outside the scope of
certification; and

h)

not use its certification in such a manner that would bring the Arrangement into
disrepute and lose public trust.

The Common Criteria Certification Mark as shown in Figure 1 shall be reproduced and
shall be reprinted according to the following specifications;
a)

in colours coded as shown in Figure 2 and Figure 3; or

b)

in black and white as shown in Figure 4 and Figure 5; and

c)

in any size, uniformly enlarged or reduced (and preserving all proportions).

When used on paper, it may also be embossed or stamped.
14

Vendors shall follow the specification as specified in Figure 4, Figure 5, Figure 6, or Figure
7 below.

Figure 4: Common Criteria Certification Mark in colour with registered trademark
symbol

Figure 5: Common Criteria Certification Mark in colour without registered
trademark symbol

Figure 6: Common Criteria Certification Mark in black-and-white with registered symbol
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Figure 7: Common Criteria Certification Mark in black-and-white without registered
symbol
15

To ensure there is no confusion on its association with CCRA service, CyberSecurity
Malaysia will use a different certification mark for each certification scheme to enable
easy discrimination between it and any other certification mark, including other marks
used by CyberSecurity Malaysia itself.

16

Clients of CyberSecurity Malaysia, when certified, is entitled to display the MYCC
Scheme Service Mark and CCRA Symbol and/or make reference to CCRA on sheets or
other items that relates in whole or in part to the accredited scope, subject to the
conditions set out below.

A.7

Recognition Arrangement Service Mark

17

The service mark of this Recognition Arrangement, which is shown in Figure 6 below, is
to be used to identify, advertise and market services which are performed by a
Participant (or Compliant CBs) in conjunction with this Arrangement.

Figure 8: Recognition Arrangement Service Mark

18

Note: The two symbols associated with trademarks ™ (the trademark symbol) and
(the registered trademark symbol) represent the status of a mark and accordingly its
level of protection. While ™ can be used with any common law usage of a mark, may
only be used by the owner of a mark following registration with the relevant national
authority and should conform to the requirements of local trademark law. In general, the
requirements and consequences of using or not using symbols or indications that
denote trademark marking must be ascertained on a per country basis and consulting
with local counsel is always advisable.

19

After termination of participation in this Arrangement, the terminating Participant shall
immediately cease to use the Service Mark and distribute any certificates bearing the
Certification Mark of making reference to this Arrangement. The Participant shall
provide its customer the information on the termination of its participation and on its
consequences.

20

The Recognition Arrangement Service Mark as shown in Figure 6 shall be reproduced
and shall be reprinted according to the following specifications;
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a) in colours coded as shown in Figure 7 and Figure 8; or
b) in black and white as shown in Figure 9 and Figure 10; and
c) in any size, uniformly enlarged or reduced, which makes all the words clearly
distinguishable.
21

When used on paper, it may also be embossed or stamped.

22

Participants (or Compliant CBs) shall follow the specification as specified in Figure 9,
Figure 10, Figure 11, or Figure 12 below.

Figure 9: Recognition Arrangement Service Mark in colour with registered symbol

Figure 10: Recognition Arrangement Service Mark in colour without registered symbol

Figure 11: Recognition Arrangement Service Mark in black-and-white with registered
symbol
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Figure 12: Recognition Arrangement Service Mark in black-and-white without registered
symbol
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