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1 DOCUMENT INFORMATION

1.1 Document Conventions
The following conventions have been applied in tisument:

Security Functional Requirements — Part 2 of thedefihes the approved set of operations that may be
applied to functional requirements: assignmengcen, and iteration.

1. The refinement operation is used to add detail to a requiremend, taus further restricts a
requirement. Refinement of security requirementeisoted byold underline text. Refinement
for taking out a security requirement within theR3-is denoted bipold-strikethrough-text.

2. The selectionoperation is used to select one or more optionsiged by the CC in stating a
requirement. Selections are denotedthlycized text in square bracketssdection value).

3. Theassignmentoperation is used to assign a specific value tarepecified parameter, such as
the length of a password. Assignment is indicatgdslowing the value in square brackets,
[assignment value].

4. Theiteration operation is used when a component is repeatedvaitfing operations. Iteration
is denoted by showing the iteration number in péresis following the component identifier,
(iteration number).

1.2 Terminology
Acronym Meaning

CcC Common Criteria

EAL Evaluation Assurance Level

GB Giga bytes

GHz Giga Hertz

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

IDOTTV IDOTTV Web Portal 2.0
Internet Protocol. An Internet Protocol (IP) addresa numerical label

IP that is assigned to devices participating in a asiepnetwork that uses
the Internet Protocol for communication

LAN Local Area Network

MB Mega bytes

MHz Mega Hertz

NTP Network Time Protocol (a protocol used to synclhzenihe clocks of
computers to some time reference)

PP Protection Profile

IDOTTV SDN. BHD. 5
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Acronym Meaning
RAM Random Access Memory
SAR Security Assurance Requirements
SFR Security Functional Requirements
SQL Structured Query Language
SSL Secure Socket Layer or also known as Transpger Security (TLS)
ST Security Target
TOE Target of Evaluation
TSC TSF Scope of Control
TSF TOE Security Function
TSP TOE Security Policy
TSS TOE Summary Specification
URL Uniform Resource Locator. The best-known exampla &JRL is the
"address" of a web page on the World Wide Web.
User Staff who uses the TOE
WAN Wide Area Network
Table 1: Acronyms
1.3 References

- Common Criteria Part 1 Version 3.1 Revision 3

- Common Criteria Part 2 Version 3.1 Revision 3

- Common Criteria Part 3 Version 3.1 Revision 3

- Common Methodology for Information Technology SéiguiEvaluation (CEM) version 3.1

Revision 3
1.4 Document Organization

This ST contains:

TOE Description: Provides an overview of the TOEusity functions and describes the physical
and logical scope for the TOE.

TOE Security Problem Definition: Describes the #tse organizational security policies, and
assumptions that pertain to the TOE and the TOE@mwent.

Security Objectives: Identifies the security objees that are to be satisfied by the TOE and the
TOE environment.

TOE Security Functional Requirements: PresentsSeeurity Functional Requirements (SFRs)
met by the TOE.

TOE Security Assurance Requirement: Presents tlariBe Assurance Requirements (SARS)
met by the TOE.

IDOTTV SDN. BHD. 6
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- TOE Summary Specification: Describes the secudtcfions provided by the TOE to satisfy the
security requirements and objectives.

- TOE Rationale: Describes the rationale for threaud assumptions and mapping to the security
objectives.

IDOTTV SDN. BHD. 7



IDOTTV Security Target

2 SECURITY TARGET INTRODUCTION
2.1 ST and TOE Reference

ST Title IDOTTV Web Portal 2.0 Security Target

ST Version Version 1.11

ST Publication 17 January 2010

Date

TOE IDOTTV Web Portal 2.0

Identification

TOE Version Version 2.0

CC |dentification | CC Version 3.1 Revision 3

Assurance Level | EAL 2

ST Author Ros Yusoff

Keywords IDOTTV, Login Module

Table 2: TOE Reference

2.2 TOE Overview

IDOTTV Web Portal 2.0 is an online application gystthat enables users (of the system) to see the
polling result and read SMS and MMS sent by pudtier reading the organization’s published
magazines. Users can either choose to view thétsesline or export to an excel spreadsheet farmat
Each user can only access to the polling resulishe is in charge of.

The application also allows editors (another grofiguthorized users) to publish tips or news tedra
to subscribers. Each editor has the access tdhkeisrhagazines only. He / She can only see therhist
the tips or news he / she has sent to subscribeese is another level of authorized users who can
approve or reject the tips / news to be sent oatibscribers.

IDOTTV is an application to be used by an orgamsatwith publications. Since it is web-based
application, users and administrators can accessystem and perform their task anywhere as long as
there is an internet connection and they are aizéubr

The scope of the TOE covers the following compomémDOTTV:
1. Web Portal for the authorized users and admin@at

Note that administrators are those who handle adtrative tasks of IDOTTV like creating, editingich
deleting users; setting user privileges; and, vadit trails. Users are those who operate the IDQTT
For example, a user can be an editor who can utitis or news.

The above scope of the TOE provides the followiegusity features that are described in Sectior22.3.
Briefly, the security features introduced by theE &re:

1. Security Audit

2. User Data Protection

IDOTTV SDN. BHD. 8
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3. Identification and authentication
4. Security management
5. TOE Access

2.2.1 TOE Type

IDOTTV Web Portal 2.0 is a web-based PHP applicatidhe TOE is managed by authorized
administrators through the web-based main pagasPleefer to section 2.3.2 for the logical scopief
TOE.

2.2.2 Hardware and Software Required by the TOE
Below are the requirements for the hardware antvaoé to run the TOE:

Servers:

The TOE is accessed via a web portal (for the aizibad users and administrators) and installed on a
computer that acts as a server, which has a minilranaware, and software requirements as statduin t
table below. The web portal and application systamdnstalled onto one physical server. And, the
database component (which requires MySQL versi0r73) is installed onto another physical server.

No. | Requirement Version / Specification
1 PHP Interpreter PHP version 5.1.6
2 Apache Server Apache version 2.2.3
3 Operating System Windows Server 2003
Xeon Quad Core, processor speed of 2.00
4 Hardware Ssz of 4GB

Any firewall devices as deemed appropriate

5 | Firewall by the organization

Table 3: Server Requirements

The client machine that is used by users and adtraors requires a web browser of Internet Expl8re
or Firefox 3.6.13.

Notes:
1. The mentioned hardware and software requiremeataatrpart of the TOE.
2. All mentioned 3rd party software is not part of HeE.

IDOTTV SDN. BHD. 9
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TOE Description

2.3.1 Physical Scope of the TO

»

Remote ATninistrator

LAN |
‘," Web Portal
Local Administrator I
|
Locé! User
BN TOE
IDOTTV SDN. BHD. 10
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2.3.2 Logical Scope of the TOE
Below is the TOE scope description for the ideatifsecurity functions. The details can be founithén

TSS section.

Security Function

TOE Scope Description

Security Audit

The TSF generates audit logs thasist of various auditable
events or actions as listed in the table in sectidrnl.1. Date and
time of events, usernames, and events taken utherized
users are recorded.

Authorized administrators have the capability @drand view al
the recorded logs stated above through the wellport

The TOE assumes that the operational environmewides a
reliable time stamp source for the accuracy oftaes and timeg
recorded in the logs mentioned above.

Input validation checks are performed for selectiglels within
interactive forms within IDOTTV web portal for agiection
against SQL injections. Refer to FAU_SAA.3 for tise of
fields.

User Data Protection

Authorized administratorshaf TOE can perform the followin
functions to the user or administrator accounts:
1. Account creation for users and additional admiatstis
that includes the assignment of usernames and pessy
2. Access privilege assignments by user levels
3. Reset and unlock passwords for authorized users
4. Change password for own administrator

IDOTTV SDN. BHD.
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Security Function

TOE Scope Descriptic

Identification and
Authentication

The Identification and Authentication security ftino provides
the TOE withthe ability to govern access by users and
administrators. An administrator cmanage the TOE throug
the web portal (IDOTTV, a webbased graphical user interfa
Prior to allowin¢access, the TOE requires an administrator 1
identifiec using a username and password (alphanumBefore
successful completion of the securitnction, an administrator
unable to perform any managemfunction.

Authorized users can access their relevant ressarcinctions
once they have been successfully identified anldesntiicatec
using their usernames and passwi

Public data thals available on the main IDOTTV pagethe
Web Porta(which is not part of the TOE’s scope) is acces:
by everybody

useErmname

IDOTTV SDN. BHD.
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Security Function

TOE Scope Description

Security Management

The authorized administratersible to create user accounts
assign them usernames and first time passwordsct@ssing the
TOE. An administrator also has the ability to ceeather
administrator accounts. At least one administregoequired to
have full access rights to manage the TOE.

Authorized administrators can assign access pge#do users
by user levels based on the functions or resouhztghey are
allowed to perform. Additional functionalities suak modifying
access privileges and resetting / unlocking passWwawrusers are
also accessible by authorized administrators.

and

TOE Access

Authorized administrators can definestfgsion expiration time
(in minutes). After inactivity of the specified jpedl, the
authorized users are then returned to the main qite
IDOTTV web portal. The TOE assumes that the opemati
environment of the IDOTTV web portal provides aasle time
stamp source.

The TOE is able to deny session establishment thecsession

has expired. Re-authentication is required oncedission ended.

Table 4: Logical Scope

Below is the process for administrators to loganhe web portal of IDOTTV.

Error Logm

TOE

IDOTTV
Adminiatrator
Login Into IDOTTY
| Wab Portal

k-
L Iz Login
‘afid’

M

Main Administrator
Men

[ =

arform
Administrator

Functions

IDOTTV SDN. BHD.
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Below is the process for users to log in to the wettal of IDOTTV.

!
4l
i

;;"
'H

ogin Into 1DOTTY
Portal

|

Is Login
Valid?

.

IDOTTV SDN. BHD.
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3 CONFORMANCE CLAIMS

3.1 Common Criteria Claims

The following conformance claims are made for t@ETand ST:

- CCv3.1 Rev.3 conformant The TOE and ST are Common Criteria conforman€tenmon
Criteria version 3.1 Revision 3.

- Part 2 extended The ST is Common Criteria Part 2 extended.
- Part 3 conformant. The ST is Common Criteria Part 3 conformant.
- The TOE and ST does not conformPRmtection Profiles.

IDOTTV SDN. BHD. 15
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4 SECURITY PROBLEM DEFINITION

This section describes the security aspects oéthgonment in which the TOE will be used. It praas
the statement of the TOE security environmentittettifies:

* Known threats countered by either the TOE or byst®urity environment
» Organizational security policies with which the T@tast comply
» Assumptions about the secure usage of the TORidimgd physical and personnel aspects.

4.1 Threats to Security

This section identifies the threats to the IT asagainst which protection is required by the T@By
the security environment. The threat agents arédelivinto two categories:

» Attackers who are not TOE users: They have pulimedge of how the TOE operates and are

assumed to possess a low skill level, limited resssito alter TOE configuration
settings/parameters and no physical access toQiie T

* TOE users: They have extensive knowledge of hoWw E operates and are assumed to possess
a high skill level, moderate resources to alter Tc0Efiguration settings/parameters and physical

access to the TOE. (TOE users are assumed notvwdltodly hostile to the TOE).
Both are assumed to have a low level of motivafidre IT assets requiring protection are the ustr da
saved on or transitioning through the TOE and thetshon the protected network. Mitigation of the
threats is through the objectives identified intfec4 - Security Objectives.

The following threats are applicable:

Threat Name Description

T.UNAUTH Users could gain unauthorized access ¢olt®E data by bypassing
the identification and authentication requirements

T.DISCLOSE Users could gain the passwords of ai#édrusers and
administrators by sniffing the traffic

T.INJECT Users could inject a malicious code iresgihto strings (through a
SQL query) by inputting data from the forms avdssain the Web
Portal

Table 5: Threats

4.2 Organizational Security Policies

An Organizational Security Policy (OSP) is a ses@furity rules, procedures, or guidelines impdsed
an organization on the operational environmenhefftOE. It is assumed that organizations have their
own organizational security policies.

IDOTTV SDN. BHD. 16
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Assumptions

This section describes the security aspects ahteeded environment for the evaluated TOE. The

following specific conditions are required to eresthie security of the TOE and are assumed to iexast
environment where this TOE is employed.

Assumption

Description

A.APP

It is assumed that the TOE and third party appboatthat the TOE
relies upon have been configured in accordancethithinstallation
guides. They are securely configured in such ativalthe
applications provide protection for the TOE fronyamauthorized
USers or processes.

A.PROTECT

It is assumed that all hardware within the envirentnincluding
network and peripheral devices, has been appravdtié
transmitting of secured data. Each of these apgi@onfigurations
is securely managed by administrators to providéegtion of
secured data in terms of its confidentiality artegnity.

A.ADMIN

It is assumed that there are one or more competdiniduals that
are assigned to manage the TOE and its securedSiatia personne
are assumed not to be careless, willfully negligettostile.

Table 6: Assumptions

IDOTTV SDN. BHD.
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5 SECURITY OBJECTIVES

Security objectives are concise, abstract statesydrihe intended solution to the problem defingdhe
security problem definition (see Section 4). Thast®n identifies the security objectives for thHeH and
its supporting environment.

5.1 Security Objectives for the TOE
The specific security objectives for the TOE ardodlsws:

Security Objective Description

O.ADMIN The TOE must provide a method for admirasitre control of the
TOE
O.AUTH The TOE must provide measures to uniquedntidy and

authenticate users prior to granting access téutiheions or
resources protected by the TOE

O.AUDIT The TOE must record the login actions takgrusers, prevent
unauthorized deletion of the audit records storethe TOE, and
provide the authorized administrators with theigbib review the
audit trail

O.VALIDATE The TOE must validate input from usersdaadministrators based gn
type, length, format and range.

Table 7: Security Objectives for the TOE

5.2 Security Objective for the Operational Environment

Certain objectives with respect to the general ajpeg environment must be met for the TOE to miset i
security functional requirements. Those objectaes

Security Objective Description

OE.NOEVIL Administrators and Users are non-hostlgpropriately trained, and
follow all user guidance, installation guidance aodfiguration
guidance. The Administrators and users must ertkarphysical
security of the computers that they use to conteettte TOE to
prevent cookie stealing.

OE.INSTALL Those responsible for the TOE must eagbat the TOE and third
party software are delivered, installed, managed,aperated in a
manner which maintains the organizational IT séguibjectives.

OE.RELIABLE All hardware and third party softwanggporting the TOE are
reliable and operating in good condition. All sugpw third party
software must be updated with services packs, fppa&shes and
anti-virus patterns. All supporting components’fpanance is

IDOTTV SDN. BHD. 18
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Security Objective

Description

monitored and maintained by administrators.

OE.PHYSICAL

The operational environment of the T@Etricts the physical acces
to the TOE and non-TOE (hardware and softwarejltoimistrative
personnel and maintenance personnel accompaniadrbyistrative
personnel.

5S

OE.CREDEN

Those responsible for the TOE must entiateall access
credentials, such as passwords or other authdontidaformation,
are protected by the users (by complying with oiztional policies
and procedures disallowing disclosure of user eréé@lenformation)
in a manner which maintains organizational IT siégwbjectives.

OE.NETSEC

The operational environment of the TOEBtmclude a firewall that
is configured securely to permit or deny traffised upon a set of
rules. The administrative personnel must confighecfirewall rules
to block unauthorized access while permitting ariteal
communications.

OE.CHANNEL

The operational environment of the TOEsinprotect the transmitte
passwords to the Web Portal via usage of HTTPJusserver
based SSL.

d

OE.TRUSTEDCERT

The users (or administrators) of i@ will be alerted if the
certificate used for establishing the HTTPS sestsiamt the right
(or trusted) server certificate. If this happersers (or
administrators) are not to trust the server cesis.

Table

5.3 RATIONALE

8: Security Objective for the Operational Enironment

This section provides a rationale for the existesfogach threat, policy statement, and assumpiian t
compose the ST. Sections 5.3.1, 5.3.2, and 5.3m®uistrate the mappings between the threats, pplices
and assumptions to the security objectives are mprhe following discussion provides detailed
evidence of coverage for each threat, policy, asdiaption.

5.3.1 Security Objectives Rationale Relating to Threats

Threats

Objectives Rationale

T.UNAUTH

Users could gain unauthorize
access to the TOE data by
bypassing the identification
and authentication
requirements

O.ADMIN O.ADMIN mitigates this threat by

i The TOE must provide a method for ensuring that a session with u

administrative control of the TOE

identification and re-authentic

inactivity for a period of time specifieg
by the administrators will be logged
out. Once they are logged out, re-

required. (no bypass is allowed).

ser

ation is

O.AUTH O.AUTH mitigates this threat by

ensuring that only authorized

users

IDOTTV SDN. BHD.
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Threats Objectives Rationale
The TOE must provide measures to with valid usernames and passwords
uniquely identify and authenticate userq can access the functions or resourcey
prior to granting access to the functions| grotected by the TOE.
resources protected by the TOE.
OE.CREDEN OE.CREDEN mitigates this threat by
Those responsible for the TOE must ensuring that all user credentials are
ensure that all access credentials, such éyotected appropriately by users.
passwords or other authentication
information, are protected by the users
(by complying with policies and
procedures disallowing disclosure of user
credential information) in a manner whi¢ch
maintains IT security objectives.
O.AUDIT O.AUDIT ensures that events of
The TOE must record the login actions | SECUrty relevance as in the table of
taken by users, prevent unauthorized aud!table events in section /1.11arg
deletion of the audit records stored on hgud_ﬂed to e!“'?‘b'e admlnlstr_apqrs to
TOE, and provide the authorized review suspicious login activities. It
administrators with the ability to review also ensures that on_Iy authonze_d
the audit trail. administrators can view the audit datg.

T.DISCLOSE OE.CHANNEL OE.CHANNEL mitigates this threat b

Users could gain the
passwords of authorized user
and administrators by sniffing
the traffic

The operational environment of the TOE

the Web Portal via usage of HTTPS usi
a server based SSL.

smust protect the transmitted passwords Y

L protecting the passwords transmitted
[.The communication path between thd

eb Portal and remote users /
dministrators is via a trusted https
tunnel using SSL/TLS.

S

OE.TRUSTEDCERT

The users (or administrators) of the TO
will be alerted if the certificate used for

right (or trusted) server certificate. If this
happens, users (or administrators) are
to trust the server certificate.

establishing the HTTPS session is not t b

OE.TRUSTEDCERT mitigates this
-threat by ensuring that users (or
“administrators) do not trust a non-
h usted server certificate. The users (¢r
administrators) will be alerted if the

rtificate used for establishing the

TTPS session is not the right (or

trusted) server certificate.

I

T.INJECT

Users could inject a malicious
code inserted into strings
(through a SQL query) by
inputting data from the forms

O.VALIDATE
The TOE must validate input from userg

format and range

available in the Web Portal

and administrators based on type, length

O.VALIDATE mitigates this threat by
enforcing the TSF to perform input
validation on all fields available for
users and administrators in the Web
Portal.

Table 9: Mapping of Threats and Objectives

Every threat is mapped to one or more objectiveélartable above. This complete mapping demonstrate
that the defined security objectives counter dlindel threats.

5.3.2 Security Objectives Rationale Relating to Policies
There are no policies defined for this Securitygedr

IDOTTV SDN. BHD.

20



IDOTTV Security Target

5.3.3 Security Objectives Rationale Relating to Assumptios

Assumptions

Objectives

Rationale

A.APP

It is assumed that the third
party applications that the
TOE relies upon have been
configured in accordance with
the installation guides. They
are securely configured in su
a way that the applications
provide protection for the TOE
from any unauthorized users

OE.RELIABLE

All hardware and third party software

supporting the TOE are reliable and

operating in good condition. All

supporting third party software must be

updated with services packs, fixes,
lpatches and anti-virus patterns. All

supporting components’ performance ig
F monitored and maintained by
padministrators

OE.RELIABLE satisfies this
assumption by ensuring that all
hardware and software used are reliaple
and they are in good condition. Their
performances are also monitored and
maintained by the organization

processes

OE.INSTALL

Those responsible for the TOE must
ensure that the TOE and third party
software are delivered, installed,

maintains organizational IT security
objectives.

managed, and operated in a manner whi

OE.INSTALL satisfies this assumptiof
by ensuring that the installation and
configuration of the TOE and third
party software are performed in a
E@pnner that maintain security objecti
of the organization. The TOE and thir
party software installation and
configuration are  performed by the
developer of the application system.

e

A.PROTECT

It is assumed that all hardwar
within the environment,
including network and
peripheral devices, has been
approved for the transmitting
of secured data. Each of thes

OE.PHYSICAL

e . .
The operational environment of the TO¥
restricts the physical access to the TOE
and non-TOE (hardware and software)

epersonnel accompanied by administrati
personnel.

administrative personnel and maintenance

OE.PHYSICAL satisfies this
assumption by assuming that physicq
E security is provided where the access
the servers are controlled
0]

I
to

ve

appliance configurations is
securely managed by
administrators to provide
protection of secured data in
terms of its confidentiality and
integrity.

OE.INSTALL

Those responsible for the TOE must
ensure that the TOE and third party
software are delivered, installed,

maintains organizational IT security
objectives.

managed, and operated in a manner whi

OE.INSTALL satisfies this assumptiof
by ensuring that the installation and
configuration of the TOE and third
party software are performed in a
Q?t]anner that maintain security objecti
of the organization. The TOE and thir
party software installation and
configuration are  performed by the
developer of the application system.

e

OE.NOEVIL

Administrators and Users are non-hosti
appropriately trained, and follow all use
guidance, installation guidance and
configuration guidance. The
Administrators and users must ensure t
physical security of the computers that
they use to connect to the TOE to prevg
cookie stealing.

OE.NOEVIL satisfies this assumption
eby ensuring that administrators and
Users are non-hostile and appropriatd
trained. It also satisfies this assumpti¢pn
by ensuring the physical security of tHe
L&omputers used to connect to the TOE
to prevent cookie stealing.

nt

OE. NETSEC

The operational environment of the TOE
must include a firewall that is configurec
securely to permit or deny traffic based

OE.NETSEC satisfies this assumptioh
L by ensuring that there exists a firewal
i'that has been configured to block

unauthorized access while permitting

authorized communications.

upon a set of rules. The administrative
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Assumptions Objectives Rationale
personnel must configure the firewall
rules to block unauthorized access while
permitting authorized communications.
A.ADMIN OE.NOEVIL OE.NOEVIL satisfies this assumption

It is assumed that there are o
or more competent individual
that are assigned to manage

the TOE and its secured data]

Such personnel are assumed
not to be careless, willfully
negligent or hostile.

nddministrators and Users are non-hosti
5 appropriately trained, and follow all use
guidance, installation guidance and

eby ensuring that administrators and
Users are non-hostile and appropriatg
trained. It also satisfies this assumpti¢pn

Those responsible for the TOE must
ensure that all access credentials, such
passwords or other authentication
information, are protected by the users
(by complying with organizational
policies and procedures disallowing
disclosure of user credential informatior]
in a manner which maintains
organizational IT security objectives.

configuration guidance. The by ensuring the physical security of tr_e
Administrators and users must ensure th§°MPUters useq to connect to the TOF
physical security of the computers that | ©© Prevent cookie stealing.

they use to connect to the TOE to prevent

cookie stealing.

OE.CREDEN OE.CREDEN satisfies this assumptioh

by ensuring that all user credentials aye
%rotected appropriately by users and
they are not negligent

~

Table 10: Mapping of Assumptions and Objectives
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6 EXTENDED COMPONENTS
6.1 Extended Components Definition
The table below contains the extended securitytiomal requirements for the TOE:
Security Function Class Security Function Component
FPT: Protection of the TSF FPT_STM_EXT.1 Relialreet stamps
Table 11: Extended Component
FPT class contains families of functional requiratsghat relate to the integrity and managemeihef
mechanisms that constitute the TSF and to theribyexf TSF data.
The above component is a member of FPT_STM, anirxi€C Part 2 family. The following extended
requirement for the FPT class has been includethisy ST because the operational environment is
capable of providing reliable time stamps for T8Rdtions that is not covered in CC Part 2.
Reliable time stamps (FPT_STM_EXT.1)

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT _STM_EXT.1.1. The operational environment shall be able to ijd@wreliable time
stamps for the TSF functions.

Application Note: Reliable Time Stamps is required for the TOE to capture date and time
events in relations to the FAU_GEN.1 and FMT_SAE.1 security
functions. The TOE does not have a feature to generate time stamps
independently. The underlying operating system needs to provide
reliable time stamps from the system clock for use by the TOE. The date
and time stamps provided by the underlying operating system can be
manually configured by administrators or fed by NTP servers.

6.2 Rationale for Extended Security Functional Requirenents

FPT STM.1:

FPT_STM.1 is a dependency of FAU_GEN.1 and FMT_SAfRat have not been included. Reliable

time stamps are provided by the operational enuiemt through an interface of the TOE. The time

stamps captured in the TOE is derived from the atpey system of the computer on which the instance
of IDOTTV web portal is installed and running.
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7 SECURITY REQUIREMENTS

This section specifies the requirements for the TOE

7.1 TOE Security Functional Requirements (SFRs)
This section specifies the SFRs for the TOE. laarges the SFRs by the CC classes.

Requirement Class

Requirement Component

FAU: Security Audit

FAU_GEN.1; Audit data generation

FAU_SAA.3: Simple attack heuristics

FAU_SAR.1: Audit review

FAU_STG.1: Protected audit trail storage

FDP: User Data Protection

FDP_ACC.1: Subset access control

FDP_ACF.1: Security attribute based access control

FIA: Identification and
Authentication

FIA_ATD.1: User attribute definition

FIA_UAU.1: Timing of authentication

FIA_UID.1: Timing of identification

FMT: Security Management

FMT_MSA.1: Management of security attributes

FMT_MSA.3: Static attribute initialisation

FMT_MTD.1: Management of TSF data

FMT_SAE.1: Time-limited authorization

FMT_SMF.1: Specification of management functions

FMT_SMR.1: Security Roles

FTA: TOE Access

FTA_LSA.1: Limitation on scope of selectable attitids

FTA_SSL.3: TSF-initiated termination

FTA _TSE.1: TOE session establishment

Table 12: TOE Security Functional Requirements

7.1.1 Security Audit

7.1.1.1 Audit Data Generation (FAU_GEN.1)

Hierarchical to:

Dependencies:

No other components.
FPT_STM.1 Reliable time stamps
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FAU_GEN.1.1 The TSF shall be able to generate an audit redaitedollowing
auditable events:
a)
b) All auditable events for thévgsic] level of audit and
c) [all auditable events — refer to table below].

Auditable Events
User log in
User Log out
Failed login attempts
Password changed successfully
Add user successful
Delete user successful
Table 13: Auditable Events

FAU_GEN.1.2 The TSF shall record within each audit record asti¢he following
information:

a) Date and time of the event, type of event, subgsitity, outcome
(success or failure) of the event; and

b) For audit event type, based on the auditable edefittitions of the
functional components included in the ST, [none].

Application Note: Please refer to Section 6.2 for the rationale for not addressing the
FPT_STM.1 as a dependency of FAU_GEN.1.
The TOE ismore restrictive as it does not allow the administrators or
usersto start-up and shutdown the audit functions. The audit functions
are always on.

7.1.1.2 Simple Attack Heuristics (FAU_SAA.3)

Hierarchical to: No other components.
Dependencies: No dependencies.
FAU _SAA3.1 The TSF shall be able to maintain an internal regmeation of the

following signature events [SQL injections] thatymadicate a violation
of the enforcement of the SFRs.

FAU_SAA.3.2 The TSF shall be able to compare the signaturetgagainst the record
of system activity discernible from an examinatioh [inputs by
validating data in the specified fields (as listadhe Application Note
below) in the Web Portall.

FAU_SAA.3.3 The TSF shall be able to indicate a potential wiotaof the enforcement
of the SFRs when a system event is found to masigreature event that
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7.1.1.3

7.1.1.4

indicates a potential violation of the enforcemefnthe SFRs.

Application Note: The fields where input validation is performed are:
Username

Password

Saff Number

Phone Number

Mobile Number

Fax Number

ISEHENCEN .

Audit Review (FAU_SAR.1)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit Data Generation
FAU_SAR.1.1 The TSF shall provide [authorized administratorghwhe capability to

read [all recorded audit information] from the dudicords.

FAU_SAR.1.2 The TSF shall provide the audit records in a masnoiable for the user
to interpret the information.

Protected Audit Trail Storage (FAU_STG.1)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit Data Generation
FAU_STG.1.1 The TSF shall protect the stored audit recordhénaidit trail from

unauthorized deletion.

FAU_STG.1.2 The TSF shall be able tprevent] unauthorized modifications to the
stored audit records in the audit trail.

7.1.2 User Data Protection

7121

Subset Access Control (FDP_ACC.1)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute baseéssccontrol
FDP_ACC.1.1 The TSF shall enforce the [administrator acces§ab8FP] on

[administrators performing the following operatiqies management
functions) to the user and administrator accounts:
a) account creation for users and additional admatists that
includes the assignment of usernames and passwords
b) access privilege assignments by user levels
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c) reset and unlock passwords for authorized users
d) change password for own administrator account].

7.1.2.2 Security attribute based access control (FDP_ACF.1)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset Access Control
FMT_MSA.3 Static Attribute Initialization
FDP_ACF.1.1 The TSF shall enforce the [administrator acces§'ab8FP] to objects

based on the following: [Usernames and user groups]

FDP_ACF.1.2 The TSF shall enforce the following rules to detieerif an operation
among controlled subjects and controlled objectdlisved: [users are
explicitly granted access to a function or resolirbe/she belongs to a
user group which has been granted access].

FDP_ACF.1.3 The TSF shall explicitly authorize access of sulgjée objects based on
the following additional rules: [none].

FDP_ACF.1.4 The TSF shall explicitly deny access of subjectsifjects based on the
following additional rules: [none].

7.1.3 ldentification and Authentication

7.1.3.1 User attributes definition (FIA_ATD.1)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_ATD.1.1: The TSF shall maintain the following list of seitpattributes belonging

to individual users: |
a) Username and password
b) User group or role].

7.1.3.2 Timing of authentication (FIA_UAU.1)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1: The TSF shall allow [read access to public objemsbehalf of the user
to be performed before the user is authenticated.

FIA_ UAU.1.2: The TSF shall require each user to be successfuthenticated before

allowing any other TSF-mediated actions on behaihat user.

7.1.3.3 Timing of identification (FIA_UID.1)
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA UID.1.1: The TSF shall allow [read access to public objemtshehalf of the user
to be performed before the user is identified.

FIA_UID.1.2: The TSF shall require each user to be successdidhtified before

allowing any other TSF-mediated actions on behaihat user.

7.1.4 Security Management

7.1.4.1

7.1.4.2

7.1.4.3

7.1.4.4

Management of security attributes (FMT_MSA.1)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MSA.1.1: The TSF shall enforce the [administrator access§rab8FP] to feset or
unlock] the security attributes [passwords] to [authatiaeministrators].

Static attribute initialisation (FMT_MSA.3)
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of securitybaies
FMT_SMR.1 Security roles

FMT_MSA.3.1: The TSF shall enforce the [administrator accessrab8FP] to provide
[restrictive] default values for security attributes that asedito enforce
the SFP.

FMT_MSA.3.2: The TSF shall allow the [authorized administratdospecify alternative
initial values to override the default values wiag@nobject or information
is created.

Management of TSF data (FMT_MTD.1)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of management functions

FMT_MTD.1.1: The TSF shall restrict the ability toiw] the [auditable datas defined in
Tabe 13 above] to [authorized administrators].

Time-limited authorisation (FMT_SAE.1)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps
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FMT_SAE.1.1: The TSF shall restrict the capability to specifyexpiration time for
[authorized user authentication data in the welgfldo [authorized
administrators].

FMT_SAE.1.2: For each of these security attributes, the TSH bikadble to [log out the
associated authorized user account for the welalpafter the expiration
time for the indicated security attribute has pdsse

Application Note: Please refer to Section 6.2 for the rationale for not addressing the
FPT_STM.1 as a dependency of FMT_SAE.1.

7.1.4.5 Specification of management functions (FMT_SMF.1)

Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the follmyunanagement
functions: [

a) account creation for users and additional admatists that
includes the assignment of usernames and passwords

b) access privilege assignments by user levels

c) viewing of audit data

d) reset and unlock passwords for authorized users

e) change password for own administrator account].

7.1.4.6 Security roles (FMT_SMR.1)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1: The TSF shall maintain the roles [authorized uaadsadministrators].

FMT_SMR.1.2: The TSF shall be able to associate users witls.role

7.1.5 TOE Access

7.1.5.1 Limitation on scope of selectable attributes (FTA_ISA.1)

Hierarchical to: No other components
Dependencies: No dependencies
FTA_LSA.1.1 The TSF shall restrict the scope of the sessioarggattributes [session

timeout], based on [user inactivity].

7.1.5.2 TSF-initiated Termination (FTA_SSL.3)
Hierarchical to: No other components.

Dependencies: No dependencies.
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FTA SSL.3.1: The TSF shall terminate an interactive sessiom pftdogout or a
specified time interval of user inactivity set by authorized
administrator. The default session timeout valukbisninutes].

7.1.5.3 TOE session establishment (FTA_TSE.1)

Hierarchical to: No other components.
Dependencies: No dependencies.
FTA_TSE.1.1 The TSF shall be able to deny session establishbased on [session

timeout for the authorised users and administrhtors
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7.2 TOE Security Assurance Requirement
The TOE meets the security assurance requiremenEsAL2. The following table is the summary for

the requirements:

ASSURANCE CLASS

ASSURANCE COMPONENTS

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specificati

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulneralhy analysis

Table 14: TOE Security Assurance Requirements

7.2.1 Rationale for Security Assurance Requirements (SARs

EAL2 was chosen to provide a low to moderate levklassurance that is consistent with good
commercial practices. As such, minimal additidaaks are placed upon the vendor assuming the vendo
follows reasonable software development practicescan provide support to the evaluation for design
and testing efforts. The chosen assurance levehpjzropriate with the threats defined for the

environment. The threats that were chosen are stensiwith attacker of low attack motivation, tHere

EAL2 was chosen for this ST.
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TOE SUMMARY SPECIFICATION

This section presents information to detail how T meets the functional requirements described in
previous sections of this ST. Each of the secueitjpirements and the associated descriptions omes
to the security functions. This serves to both desdhe security functions and rationalize that th
security functions satisfy the necessary requirésien

TOE Security Functions

8.1.1 Security Audit

Users and administrators access the TOE througib@@ TV web portal. The TOE generates audit logs
that consist of various auditable events or actiaken by the users and administrators (as listatia
table in section 7.1.1.1). The auditable eventtude user logins, user logouts, failed login attesnp
password changes, creation of users or administtedad deletion of users or administrators. Thditau
contents consist of the date and time of evenexnases, and events taken by the authorized users o
administrators. These audit logs can be analyzedublyorized administrators for suspicious actisitie
when required.

The TOE provides the capability for authorized adstrators to read and view all the recorded logs
stated above through the web portal. Note that drdyadministrators can view the audit log. The TSF
prevents the authorized administrators from modgyér deleting audit logs.

The TOE assumes that the operational environmenidges a reliable time stamp source for the acgurac
of the dates and times recorded in the logs meadi@iove.

Not validating input is one of the reasons for ialis database manipulation or system crashes. User
Data Protection function provides the TSF with ity to protect user data by ensuring data sethe
Web Portal is validated prior to processing it.

All input to the specified fields available in sefige interactive forms in the IDOTTV Web Portal is
validated before it is processed. The input isdaéd based on size of the input, the sequencleof t
keystroke, and the list of unacceptable charagtarewns as “black” list) to ensure that no malicou
code is inserted into the SQL query or at leaspkaalicious code from being processed.

Functional Requirement Satisfied: FAU_GEN.1, FAU_SAR.1, FAU_STG.1, FMT_MTD.1,
FPT_STM_EXT.1, FAU_SAA.3.

8.1.2 User Data Protection

Authorized administrators of the TOE can perforra fbollowing functions to the user or administrator
accounts:
5. Account creation for users and additional admiatstis that includes the assignment of
usernames and passwords
6. Access privilege assignments by user levels
7. Reset and unlock passwords for authorized users
8. Change password for own administrator
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Users (and administrators) can only access reseijoceunctions) if they belong to the user grobatt
explicitly have been given access to those ressuscdunctions. Only administrators can give parfor
the user access privileges.

Functional Requirement Satisfied: FDP_ACC.1, FDP_AE.1

8.1.3 Identification and Authentication

The ldentification and Authentication security ftino provides the TOE with the ability to govern
access by users and administrators. The TOE enthata user (or administrator) identity is estsiied
and verified before access to the TOE is allowdt ifientity (which is the username) is associatatst
proper user group.

An administrator can manage the TOE through the patal (IDOTTV), a web-based graphical user
interface. Prior to allowing access, the TOE rezpian administrator to be identified using a usema

and password (must be alphanumeric). Before suttessmpletion of the security function, an

administrator is unable to perform any of the mamagnt function.

Users of the TOE must be identified and authergipaior accessing the functions or resources the we
portal (IDOTTV). Before successful completion oétkecurity function, a user is unable to perform an
of the relevant function.

Public data that is available on the main IDOTT\g@avith the Web Portal (which is not part of the
TOE's scope) is accessible by everybody. Once ifieshtand authenticated, the users and adminisgrato
are able to access the functions or resourcesa@l@ilo their respective groups’ access levels.

TOE Security Functional Requirements Satisfied: FIA ATD.1, FIA_UAU.1, FIA_UID.1,

8.1.4 Security Management

The purpose of the TOE is provide services to usemublish tips or news and view polling results,
well as other services specified in section 2.zhimn TOE Overview. The TOE provides mechanisms to
govern which users can access with resources otidms. The Security Management function allows the
administrators to properly configure this functititya

The authorized administrators can manage user atcothere they are able to create user accounts and
assign them usernames and passwords for acceb&ingQE. An administrator also has the ability to
create other administrator accounts. At least aimirgstrator is required to have full access riglats
manage the TOE. The restrictive default password foew user or administrator created is “ABC123".
This password will then need to be changed by thimistrator or user when they first login to the
system.

Authorized administrators can assign access pgegeo users by user levels based on the functions
resources that they are allowed to perform or acokdditional functionality such as modifying acees
privileges is also accessible by authorized adrmatisrs. Authorized administrators are also ableetet
(reset to default of “ABC123") the passwords foenssby overriding the passwords (the administrator
can choose to notify the user of the default passwanually), as well as unlocking passwords farsis
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TOE Security Functional Requirements Satisfied: FDPACC.1, FDP_ACF.1, FMT_MSA.1,
FMT_MSA.3, FMT_SMF.1, FMT_SMR.1.

8.1.5 TOE Access

The TSF provides a method for controlling the d&ghment of a user’s (or administrator's) session
based on a termination of session after a spegifeeidd of user inactivity.

Authorized administrators can define the sessiqguration time (in minutes) for authorized users and
administrators. Inactive sessions are logged otgr dhis defined period of inactivity. The user® ar
automatically logged out and returned to the Igmige. The default session timeout is 15 minutes.

The TOE is able to deny session establishment thecsession has expired. Re-authentication is medjui

once the session ended.

The TOE assumes that the operational environmewidas a reliable time stamp source.

TOE Security Functional Requirements Satisfied: FM_SAE.1, FTA LSA.1, FTA SSL.3,

FTA_TSE.1, FPT_STM_EXT.1.

Rationale for SFR’s of the TOE Objectives
Objective SFR’s Addressing the Objective| Rationale
O.ADMIN FMT_MSA.1 specifies that only

The TOE must provide a method for
administrative control of the TOE.

FMT_MSA.1: Management of
security attributes

authorized administrators can reset ahd
unlock passwords for authorized users

FMT_MSA.3: Static attribute
initialization

FMT_MSA.3 specifies that authorized
administrators can override the valueg
of objects like passwords or session
timeout

FMT_SAE.1: Time-limited
authorization

FMT_SAE.1 specifies the TSF to
restrict an expiration time for user
inactivity

FMT_SMF.1: Specification of
management functions

FMT_SMF.1 specifies the managemgnt
functions the TOE must provide.

FMT_SMR.1: Security Roles

FMT_SMR.1 requires the TOE to
maintain user and administrator roles

FTA _LSA.1: Limitation on scop€
of selectable attributes

FTA_LSA.1 requires the TSF to restrigct
the session timeout based on user
inactivity

FTA SSL.3: TSF-initiated
termination

FTA_SSL.3 requires the TSF to
terminate an interactive session afterfa
specified time interval of user inactivity
that is set by authorized administratois

FPT_STM_EXT.1: Reliable time
stamps

FPT_STM_EXT.1 requires that the
operating systems (in which the web
portal is installed and running) provid
reliable time stamps to be used in
FMT_SAE.1.

4

O.AUTH

FDP_ACC.1: Subset access

FDP_ACC.1 spediiied SF to
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IDOTTV Security Target

Objective

SFR’s Addressing the Objective

Rationale

The TOE must provide measures to
uniquely identify and authenticate
users prior to granting access to the
functions or resources protected by t
TOE

control

ne

enforce the user privileges based on
usernames and user groups (associa
to those usernames). Users are gran
access to functions or resources if thq
belong to user groups that have been
granted access.

the
ed
ted

Yy

FDP_ACF.1: Security attribute
based access control

FDP_ACC.1 specifies the TSF to
enforce administrator access control
the management functions.

FIA_ATD.1: User attribute
definition

FIA_ATD.1 requires that the TSF

maintain the usernames and passwolds,

as well as the functions those users @
administrators are allowed to access.

r

FIA_UAU.1: Timing of
authentication

FIA_UAU.1 requires that users and
administrators be authenticated befor
allowing access to TSF-mediated
actions that are relevant to those use
and administrators.

FIA_UID.1: Timing of
identification

FIA_UID.1 requires that users and
administrators be identified before
allowing access to TSF-mediated
actions that are relevant to those use
and administrators.

FTA _TSE.1: TOE session
establishment

FTA_TSE.1 requires the TSF to deny
session establishment once the sessi

has timed out (based on user inactivity)

a
bn

O.AUDIT

FAU_GEN.1; Audit data

The TOE must record the login actiongyeneration

FAU_GEN.1 defines the basic
auditable events to be recorded as lis
in Table 13.

ted

taken by users, prevent unauthorize
deletion of the audit records stored o
the TOE, and provide the authorized

=)

FAU_SAR.1: Audit review

FAU_SAR.1 defines the capability of
authorized administrators to read the
audit records as listed in Table 13.

administrators with the ability to
review the audit trail.

FAU_STG.1: Protected audit tral
storage

FAU_STAG.1 defines that audited
Irecords as listed in Table 13 are
protected (only authorized
administrators can view the records).

FMT_MTD.1: Management of
TSF data

FMT_MTD.1 defines that the audit log
can only be viewed by an authorized
administrator.

FPT_STM_EXT.1: Reliable time
stamps

FPT_STM_EXT.1 requires that the
operating systems (in which the web
portal is installed and running) provid
reliable time stamps to be used in
FAU_GEN.1.

r

O.VALIDATE

The TOE must validate input from
users and administrators based on ty
length, format and range

FAU_SAA.3: Simple attack
heuristics

pe,

FAU_SAA. 3 specifies the TSF to
enforce input validation on data input
in selective fields in the Web Portal.

Table 15: Mapping of SFR’s and Objectives
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